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Welcome to Biosecurity Insight
Are you interested in news on responsible science, the latest developments 
and best practices on biosecurity and biopreparedness?

We want to give you solid knowledge and inspiring news on the status and 
development of global biosecurity and biopreparedness. The aim of the 
newsletter is to strengthen the global network of biosecurity and 
biopreparedness professionals.

Featured news

• Editorial: Biosecurity enables development
• Plague in Madagascar contained
• Kenyan universities are at the forefront of biosecurity
• Biosecurity screening of DNA primers
• Polish bio-warriors in WWII
• Shortcomings of global biosecurity
• Want to become a biosecurity expert?
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You are receiving this newsletter because you have been in contact with us 
previously. If you want to change the subscription settings, please press the 
subscription button at the bottom of this newsletter.

About us
The Centre for Biosecurity and Biopreparedness (CBB) is the Danish 
governmental agency for biosecurity and biopreparedness. The Centre 
promotes and enforces biosecurity in Denmark and maintains a 24/7 response 
capability to counter the effects of biological incidents. CBB also promotes 
biosecurity internationally and through bilateral collaboration with the 
Government of Kenya.

Editorial

Biosecurity enables development
Biosecurity is a global necessity. Securing bacteria and viruses isolated from 
patients or sick animals, wherever they may be obtainable, is not only an 
international obligation, but also in the common interest of us all. 
Microorganisms, whether fatal or epidemic, have been used previously in small 
as well as large attacks on civilians. Such biological weapons are by their very 
nature indiscriminate and assault both combatants and non-combatants, old 
and young, male and female. Therefore, the entire class of biological weapons 
has been banned in international conventions and UN Security Council 
Resolutions making it an obligation for every state in the world to make sure 
such weapons are never developed and used.

Not only the availability of certain microorganisms is subject to biosecurity 
restrictions. Access to so-called related materials, such as production and 
dispersal equipment, should be regulated as well. Most important, perhaps, is 
the obligation to ensure that know-how, skills, research results, and other 
weapons-enabling immaterial technologies are handled with sufficient care and 
responsibility so that they are not misused for weapons production.

The international obligation to counter proliferation of biological weapons is also 
an invitation to form a global network of conscientious scientists, civil servants, 
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security personnel, and others of good will. The effort will not only counter 
proliferation, but will also make sure that life sciences and biotechnology can be 
allowed to develop further and contribute with new and better solutions to many 
of the challenges the world faces. Inequality in health, poverty, food shortages, 
climate changes, and resulting environmental instability are some of the global 
challenges where the life sciences and biotechnologies have important 
contributions to make. For this to happen, it is essential that experiments and 
developments in these disciplines are not misused. The safety for society must 
be clearly appreciated and the reliability of scientists and other professionals 
must be evident to all.

Thus, the network of people working in biosecurity has several important 
functions. Paramount is of course to hinder proliferation and make sure 
biological weapons are never used on a large scale. Also important is the 
contribution, which the biosecurity network is making towards continued 
development of essential technologies. To this end, we hope that this 
newsletter from the Danish Centre for Biosecurity and Biopreparedness will be 
a small contribution.

Dr. John-Erik Stig Hansen
Director, Centre for Biosecurity and Biopreparedness
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Plague in Madagascar contained
After four months of battling a large plague outbreak, the Government of 
Madagascar has now declared the outbreak contained.

Since August 1st, over 2,300 suspected or confirmed cases of plague have led 
to 200 deaths on the island. By comparison, there have been only about 300 
cases reported in 2015 and 2016. Although plague is endemic in Madagascar, 
the seasonal upsurge occurs usually between September and April, and 
consists mostly of the bubonic form of the disease (transmitted by tick bites). 
This year’s outbreak started earlier, reached non-endemic major urban centres 
such as the capital city Antananarivo and the major port city of Toamasina, and 
was predominantly pneumonic (transmitted by respiratory droplets from 
infected patients).

Nine countries and overseas territories in the African Region have implemented 
readiness activities, such as awareness-raising, point-of-entry surveillance, and 
prepositioning of equipment and supplies. These countries remain for now on 
alert.

Effective national and international response and coordination is credited for 
the successful containment of the outbreak, with the World Health Organization 
(WHO) releasing US$ 1.5 million in emergency funds, delivering more than 1.2 
million doses of antibiotics, and by training more than 4,400 people in contact 
tracing. The decline in reported cases of plague can be seen in figure 1 below.

Besides being an endemic disease in the Democratic Republic of the Congo, 
Madagascar and Peru, the plague is also a disease often associated with 
biological warfare. One of the oldest documented uses of biological weapons 
involves Mongol warriors catapulting corpses of plague victims into the 
besieged city of Caffa in 1347.

During World War II, the Japanese bio-warfare unit 731 weaponized Yersinia 
pestis and infected Chinese and Korean civilians and prisoners with it, as well 
as used ceramic bombs containing infected fleas for bombardments on urban 
centers. Later on, both the U.S. and the Soviet bio-weapons programme 
worked on aerosolizing the pathogen. Worst-case estimates for an attack using 
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that method show that 50 kg of pathogen in an aerosol powder would lead to 
150,000 cases of pneumonic plague (Riedel S. 2005. Plague: from natural 
disease to bioterrorism. Proc (Bayl Univ Med Cent). 18(2): 116–124).

Figure 1: Number of confirmed, probable and suspected plague cases in 
Madagascar reported by date of illness onset from 1 August - 10 November 2017 
(n=2119, date of onset is missing for 295 cases).       
Source: WHO, 2017: http://www.who.int/csr/don/27-november-2017-plague-
madagascar/en/

Kenyan universities are at the 
forefront of biosecurity
Workshops can be an excellent way of learning and so far 300 Kenyan 
participants have engaged in biosecurity workshops across Kenya. At the 
workshops, students, researchers, lecturers, and university management have 
been acquainted with biological threats, biosecurity measures, and much more.

The aim of the workshops is to heighten biosecurity knowledge and responsible 
science at life science universities in Kenya and thereby to reduce the risk of 
biological incidents. Five universities have engaged in the workshops in 2017, 
and another three university workshops are planned for 2018.

The workshops are part of many activities in the collaboration between Centre 
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for Biosecurity and Biopreparedness and the Government of Kenya. You can 
learn more about the Danish-Kenyan Biosecurity Partnership Programme at: 
https://www.biosecurity.dk/565/

Biosecurity screening of DNA 
primers
Gene synthesis has never been easier and more accessible. Gene function and 
metabolic engineering can now be investigated at a much faster pace. 
However, the technology may be misused for malicious purposes i.e. 
expression of toxic genes or synthesis of pathogenic viruses.

To safeguard the use of synthetic DNA oligo nucleotides, leading providers of 
these oligoes have formed the International Gene Synthesis Consortium 
(IGSC). According to IGSC, the companies provide approximately 80% of all 
DNA oligoes synthesized worldwide, and adhere to the Australia Group
guidelines regarding biosecurity screening against human and animal 
pathogens, toxin genes, and use of gene synthesis technology. 
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The IGSC companies screen synthetic gene sequences ordered by costumers 
to identify regulated pathogen sequences and other potentially dangerous 
sequences. By screening the sequences of synthetic gene orders and the 
customers who place these orders, the companies aim to support government 
efforts to prevent the misuse of legitimate gene synthesis technology. 
According to IGSC, they coordinate ongoing best practices development and 
work with governments, and others concerned, to promote biosecurity and the 
beneficial application of gene synthesis technology. They red flag 
approximately three thousand DNA oligo orders each year, and in some cases 
cancel the order and alert the authorities.

Centre for Biosecurity and Biopreparedness  encourages initiatives to prevent 
misuse of legitimate life science technology and aims to influence the academia 
and industrial community to raise awareness and adopt biosecurity measures 
and guidelines.

Photo: Memorial for the prison facility inside Fort VII in Poznań. 
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Polish bio-warriors in WWII
Under which circumstances could weapons of mass destruction be used? This 
is one of the more troubling questions today, considering the use of chemical 
weapons in Syria in recent years and the fact that North Korea is racing ahead 
developing nuclear weapons.

A new and somewhat surprising answer comes from the history of Poland 
during the Second World War. Polish journalists and historians have, for 
several years, been aware that the Polish resistance movement ZWZ-AK used 
chemical and biological weapons (CBW) during the war. The subject is 
frequently mentioned in books and articles regarding Poland in the Second 
World War, but only briefly and an overall study has been missing for a long 
time. Centre for Biosecurity and Biopreparedness has therefore conducted 
research on the subject and published an article in English and soon one in 
Danish.

From the available evidence, it seems like Poland first encountered the threat 
of CBW in the 1920s, when Ukrainian insurgents attempted to use poison and 
bacteria against the Polish military. At the same time, Polish military intelligence 
– in collaboration with Japanese military intelligence – gathered information
concerning a Soviet biological weapons programme. This information probably
played a large role in motivating the Polish government to support a ban on the
use of CBW with the creation of the Geneva Protocol in 1925.

This positive attitude towards disarmament did not last. In the late 1920s and 
the 1930s, Polish military scientists – managed by the Polish military 
intelligence – conducted research into biological weapons within the already 
existing chemical weapons programme. The Polish biological weapons 
programme was expanded between 1933 and 1939 and was increasingly 
designed to serve offensive purposes. The Polish doctrine for biological 
weapons is unknown, but it seems likely that the Polish General Staff 
considered biological weapons especially useful for irregular warfare. That 
possibility is frequently mentioned in Polish articles from the 1930s. 

According to the available information, the military production of bacteria 
increased prior to the Soviet and Nazi invasion in September 1939. The actual 
clandestine use of CBW against the Nazi occupation, and possibly the Soviet 
occupation, began no later than in the spring of 1940. CBW was used inside 
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occupied Poland and by Polish saboteurs infiltrating The Third Reich. The 
agents used were for example Bacillus anthracis, Salmonella Typhi, 
Burkholderia and Rabies. Communication between the ZWZ-AK and the Polish 
Government-in-Exile documents the extent and the development in the use of 
CBW (part of this communication is available online, thanks to The Polish 
Institute and Sikorski Museum in London).

Polish historians and journalists have done an excellent job of documenting the 
use of CBW by one Polish resistance group within the ZWZ-AK – the WKZO in 
Posen (today Poznań). The case is especially interesting, because Centre for 
Biosecurity and Biopreparedness has been able to locate the German report 
(written by Professor Heinrich Kliewe) describing this case from a German 
perspective. The WKZO in Posen was able to build and run six clandestine 
laboratories, which were used to conduct biological attacks, assassinate high-
ranking Germans, and infect military horses. The WKZO was destroyed by the 
Gestapo in 1942.

Poland lost six million inhabitants during the war, but the intention behind the 
use of CBW was never to exert revenge – at least as far as the leadership of 
the Polish resistance struggle was concerned. Instead, the use of CBW was 
meant to prepare an uprising against the Nazi occupation, which should occur 
once the German army was on the verge of defeat. It was always understood 
that the ZWZ-AK was not strong enough to face the full might of the German 
army in direct combat unless the enemy was sufficiently weakened beforehand. 
CBW were especially useful in that context, because they could be used in 
small quantities and in a way that could avoid detection, thereby minimizing the 
risk of retaliation against the Polish people. Despite a high degree of secrecy, 
the use of CBW became known to the Nazi high command no later than 
December 1942. Interestingly enough, the Nazi high command decided – 
although for different reasons – to keep the Polish use of CBW a secret from 
the German public. Possibly, in order to avoid panic and unrest among 
Germans. 

The use of CBW failed to achieve its goal to weaken the Nazi occupation in a 
critical way and the ZWZ-AK was almost wiped out by the German army after 
the failed Warsaw Uprising in 1944. It is also unclear to what extent the use of 
CBW was a technical success.

The Polish use of these weapons is an interesting case study, which 
demonstrates under what circumstances CBW could be used, but it also 

Page 9 of 12Biosecurity Insight - Newsletter 1/2018



demonstrates the technical and military limitations of such an endeavor when 
based on incomplete and improvised weapons production and deployment.

Shortcomings of global 
biosecurity
The Nuclear Threat Initiative (NTI) has developed an analysis of the WHO Joint 
External Evaluation (JEE) reports for 39 countries regarding biosecurity and 
biosafety. The analysis highlights biosecurity and biosafety shortcomings within 
the participating countries, which differ greatly.

The analysis documents that: 

• 74% of the assessed countries demonstrated limited or no capacity for a
whole-of-government national biosafety and biosecurity system.

• 64% of the assessed countries demonstrated limited or no capacity for
biosafety and biosecurity training and practices.

• 41% of the assessed countries demonstrated limited or no capacity for
linking their public health and security authorities during a suspected or
confirmed biological event.

These results indicate a need for strengthened cooperation with a range of 
countries, particularly in the African region where the JEE scores for biosafety 
and biosecurity are low to medium.

For more information and more results from the analysis, please see: 
http://nti.org/7181A
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Want to become a biosecurity 
expert?
If you’re interested in improving your knowledge and skills in the field of 
biosecurity and biopreparedness, CBB offers courses for both Danish and 
international participants – at CBB or at your organisation*.

The course topics include:

• Biological security threats and countering biological weapons
• Responsible science, ethics and biosecurity in life sciences
• How to develop a national biosecurity system
• How to regulate immaterial technology with dual-use potential
• How to develop a biopreparedness capability

The courses are held by highly qualified CBB staff and can be tailored to meet 
individual needs both according to duration and topics.

Please see the course descriptions on our website biosecurity.dk  and contact 
CBB for further information and planning.

* Subject to availability and resources. For courses held outside of CBB, the host or sponsor needs to

fund course facilities, accommodation and travel expenses for CBB staff. For courses held at CBB, the 

participants must fund their own travel and accommodation.
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